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Architecting and Deploying Splunk 6 Software: A Comprehensive Guide

In today’s data driven enterprises, real time visibility into logs, metrics, and events is no longer a luxury—it's a
necessity. Splunk, the industry leading platform for collecting, indexing, and analyzing machine data, remains a
cornerstone for security, operations, and business intelligence teams worldwide. While newer Splunk releases offer
enhanced features, many organizations still rely on Splunk 6 for legacy integrations and cost effective deployments.
This guide dives deep into architecting and deploying Splunk 6 software, covering everything from initial design
to ongoing maintenance, while keeping best practices for scalability, security, and performance in mind.

Why Splunk 6? Understanding the Landscape

Splunk 6 introduced a host of improvements over its predecessors, including better data ingestion speeds,
streamlined deployment mechanisms, and enhanced clustering capabilities. Despite the release of Splunk 7 and 8,
Splunk 6 remains popular because:

 Stability — Mature codebase with extensive community support.

e Cost Effectiveness — Lower licensing and hardware requirements for small to medium deployments.
¢ Legacy Compatibility — Seamless integration with older applications and data sources.

» Simplified Management — Familiar administration interfaces for seasoned Splunk users.

However, deploying Splunk 6 demands thoughtful architecture to avoid common pitfalls such as data loss,
performance bottlenecks, and security gaps. The following sections outline a step by step methodology for
architecting and deploying Splunk 6 software in a modern, resilient environment.

1. Pre Deployment Planning

1.1 Define Business Objectives
Before you even touch a server, clarify the purpose of your Splunk deployment:
e Security Information and Event Management (SIEM) — Real time threat detection.

 IT Operations Intelligence (ITOI) — System health, capacity planning, and incident response.
* Business Analytics — Customer behavior, revenue forecasting, and marketing insights.

Each use case influences data volume, retention policies, and the required architecture.

1.2 Assess Data Sources

Identify all log, metric, and event streams:

Application logs (e.g., Java, .NET, Node.js)

Operating system logs (Syslog, Windows Event Log)
Network devices (Cisco, Juniper)

Cloud services (AWS CloudTrail, Azure Monitor)
Custom instrumentation (Prometheus, custom scripts)
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Estimate daily ingestion rates (events per second) to size indexers and determine retention windows.



1.3 Estimate Capacity and Retention

Use Splunk’s Indexer Capacity Calculator (available from Splunk’s support site) or perform a manual calculation:
Index Size = (Average Event Size) x (Events per Day) x (Retention Days)

Example: 1 MB per event x 10,000 events/day x 90 days = 900 GB.

Plan for growth (10—-20% buffer) and consider using indexer clustering for high availability.

1.4 Define Security and Compliance Requirements
Determine:
e Encryption in transit (SSL/TLS for forwarders and indexers)
e Encryption at rest (disk encryption, Splunk’s encrypted fields)
¢ Role based access control (RBAC) and audit logging
¢ Compliance frameworks (PCl DSS, HIPAA, GDPR)
1.5 Hardware and Virtualization Choices
Splunk 6 can run on physical servers, virtual machines, or containers. Consider:
e CPU: Minimum 8 cores per indexer for moderate workloads.
* Memory: 16—-32 GB RAM per indexer (more for heavy indexing).

e Storage: SSDs for indexers; HDDs for forwarders.
¢ Network: 10 Gbps links between forwarders and indexers for high throughput.

2. Architectural Design

2.1 Three Tier Splunk Architecture
A robust deployment typically follows a three tier model:
1. Forwarders — Collect and ship data.

2. Indexers — Store, index, and process data.
3. Search Head(s) — Provide the Ul and orchestrate searches.

Optional tiers include Deployment Server for configuration distribution and Cluster Master for indexer clustering.

2.2 Indexer Clustering vs. Standalone

For production environments, indexer clustering ensures data redundancy and high availability. Splunk 6 supports
both master nodeand peer nodesonfigurations. A typical cluster contains:

e 1 Master Node
e 2 or more Peer Nodes (replication factor 2—3)
¢ Optional Hot caching nodes for faster search.
2.3 Forwarder Deployment Types
Choose between:
e Universal Forwarder (UF) — Lightweight, suitable for most log sources.
* Heavy Forwarder (HF) — Performs parsing, indexing, and field extraction on the forwarder side; useful for
complex data transformations.
2.4 Search Head Clustering
For load balancing and failover, deploy a Search Head Cluster (SHC) with:



e 1 Cluster Master
e 3 or more Search Head nodes (recommended minimum).

SHC allows multiple users to share the same search head configuration and provides high availability.

3. Installation Steps

3.1 Install Splunk Enterprise on Indexers

Download the Splunk 6 Enterprise package for your OS from the Splunk website.
Install using the package manager (e.g., rpm -i splunk-6.6.0-xxx.rpm on RHEL).
Start Splunk: sudo /opt/splunk/bin/splunk start.

Enable autostart: sudo /opt/splunk/bin/splunk enable boot-start.

Log in to the web Ul (default admin/splunk) and set a strong password.
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3.2 Configure Indexer Clustering

1. On the Master Node, navigate to Settings ! Indexer Clustering !I" Cluster Master Configuration.

2. Set the Replication Factor and Search Factor.

3. Specify the Cluster Master URL (e.g., https://master:8089).

4. On each Peer Node, configure the cluster settings via Settings ! Indexer Clustering !" Cluster Peer
Configuration.

5. Restart all indexers to apply changes.

3.3 Install and Configure Forwarders

1. Download the Universal Forwarder installer.

2. Install on each source host.

3. Configure inputs (e.g., /opt/splunkforwarder/bin/splunk add monitor /var/log).

4. Set the indexer target: sudo /opt/splunkforwarder/bin/splunk set deploy-poll master:8089 (if using
Deployment Server).

5. Start the forwarder: sudo /opt/splunkforwarder/bin/splunk start.

3.4 Deploy Search Head Cluster

1. On the Cluster Master, navigate to Settings I’ Search Head Clustering !" Search Head Cluster Configuration.
2. Define the Cluster Master URL and Cluster Name.
3. On each Search Head node, configure the cluster via Settings I’ Search Head Clustering !" Search Head
Cluster Configuration.
4. Restart all Search Head nodes.
3.5 Configure Deployment Server (Optional)

The Deployment Server manages forwarder configurations, app deployments, and role assignments. Set it up by:

¢ Installing Splunk Enterprise on a dedicated server.

¢ Enabling the Deployment Server role.

» Creating Server Classes for different forwarder groups.
« Deploying apps and inputs via the web UL.

4. Post Deployment Configuration
4.1 Index Configuration
Fine tune index settings to optimize performance:

Index Time — Set maxTime to avoid excessive rollovers.



Retention Policies — Use maxSize and frozenTimePeriodInSecs to manage disk usage.
Compression — Enable compress for efficient storage.

4.2 Data Model Acceleration

Accelerate complex searches by creating data models and enabling acceleration. This reduces CPU load during
real time analytics.

4.3 Role Based Access Control (RBAC)

Define roles and permissions:

¢ Admin — Full access.
¢ Power User — Search and dashboard creation.
e Read Only — View dashboards only.

Assign users to roles via Settings !’ Access Controls I’ Roles

4.4 Encryption and Security Hardening

e Enable SSL/TLS for all communication (forwarders, indexers, search heads).
e Configure Splunk's encrypted fields for sensitive data.

e Apply OS level hardening (SELinux, firewall rules).

e Regularly patch Splunk and underlying OS.

5. Monitoring and Maintenance

5.1 Splunk Health Dashboard

Use the built irHealth Dashboardto monitor CPU, memory, disk usage, and indexing rates. Set thresholds for
alerts.

5.2 Log Forwarding for Splunk Itself

Configure Splunk to ingest its own logs for proactive monitoring. Forward /opt/splunk/var/log/splunk/ to a dedicated
index.

5.3 Backup Strategies
¢ Index Backups — Use Splunk Enterprise Backup or third party tools.
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